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1. Warnings

Alarm Connections 1 and 2 rated for 60 Vdc, 80 ma max load. Do not exceed these ratings.
Do not connect to AC line powered loads.

2. Supplied Accessories

BTRM200 Monitor
3ft Ethernet Cable

3. Overview

Batteries age and their capacity slowly deteriorate until they need replacement. Also,
batteries can suddenly develop an internal fault that again limits their capacity. Inan AC
Line Down situation, where batteries are used in critical back-up applications, these
conditions will result in premature, or in some cases immediate, system shutdown.

Although a battery’s state of charge can be inferred by monitoring the battery terminal
voltage while in standby mode, this voltage will not give an indication of actual capacity.
Furthermore, a battery that is marginal may not be detected until it is called upon to
perform, at which point it is too late to prevent a system failure. For a battery connected to
a charger that maintains a float voltage, neither condition can be checked.

In these cases, the BTRM200 is designed to evaluate battery capacity transparently to
system operation and provide network based notification should a battery fail or its
capacity drop below a specified level. This also has the advantage of allowing batteries that
exceed their nominal lifetime to remain in service, provided they meet capacity
requirements.
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4. System Description
4.1. Overall System Connection Diagram
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4.2. System Connector Overview

4.2.1.

4.2.2.

4.2.3.

4.2.4.

Power Supply In Power Jack (P. Source +/ - and VenCh P+)
The BTRM must be connected to the load power supply in order to energize the
load while the battery charger is charging the battery.

Battery Charger In Power Jack (VenCh B+/ -)
The BTRM must be connected to the battery charger in order to charge the
battery bank after the battery capacity test is performed.

Battery In Power Jack (Battery +/-)
The battery bank must be connected directly to the BTRM in order to perform
the battery capacity test.

Alarm Connector (Alarm1 or I/01, Alarm2 or 1/02)

BTRM has two independent, isolated relay contacts for alarm indication.
Contacts are normally open when power is off. The user can select normally
open or normally closed under an alarm condition. Do not exceed the contact
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maximum relay ratings of 60 Volts, 80 ma. Do not use to directly operate AC line
connected equipment.

5. Basic setup
5.1. Connecting unit to a PC

Notes on accessing a BTRM over Ethernet:

Technically you should be able to plug the device into your current network, regardless of
how your current network IP addressing is set up, and be able to reach the BTRM’s Status
and Setup web page by entering its IP address (found on the BTRM front label) in a Web
Browser on a local computer. However, in practice, not so easy, due to a wide variety of
possibly incompatible network addressing and firewall configurations. These difficulties
occur most often if someone else has set up the network settings, and in particular where
these settings are “managed” by software installed on your computer by your internet
provider or corporate IT departments.

To avoid these potential network issues at the initial evaluation stage it is best to connect
both your computer and the device to a hub/network switch (one that is not connected to
the rest of your network) or directly connect your computer to the BTRM with a cross-
connected Ethernet cable.

5.2. Initial Power up to set IP address
To power up the device, connect the battery to the BTRM. Power up the power supply
and battery charger. The BTRM starts in self-test mode for 5 to 15 seconds. PB1 and PB2
push button LEDs will blink.

Once the device is power up and cabled to the Ethernet, the GREEN LED will illuminate
on the Ethernet connector and startup should be complete within 30 sec.
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5.3. Accessing your host computer’s network settings

From the start button select Control Panel -> Network and Internet ->Network
Connections

Select the adapter that you plan to use and from the File menu, select properties.

;|

B Bluetooth Metwork Connection
,[.E.] Lacal Area Connection
ﬁﬂ]WireIess Metwork Connection

Status

Mot connected
Metwaork cable unplugged
Mot connected

Device Mame
Bluetooth Device (Personal ...

Marvell Yukon 88E8055 PCL..
Intel(R) WiFi Link 5100 AGN

@9‘ @ » Control Panel » Network and Internet » Metwork Connections » v |y | Search Network Connections ,D|
A
File Edit View Tools Advanced Help
Organize « Disable this network device Diagnose this connection Rename this connection » g== « [ @
-
Marne

Connectivity Type

Persanal Area Metwork
LAN or High-Speed Internet
LAN or High-Speed Internet

This will bring up the properties window, shown on
the right.

(S5

-
@ Local Area Connection Properties

Networking | Sharing

Connect uzing:

Scroll down to the Internet Protocol Version 4
(IPv4) item, select it, and then select “properties”.

l_-'l" tarvell Yukon BBES055 PCI-E Gigabit Ethemet Contraller

This connection uses the following iterns:

8 Clignt for Microsoft Networks

This will bring up the window to allow manual
=1 005 Packet Scheduler

(of0] nf'gu ratIOn Of the netWO rk ad a pte r's I P ,Q Filz and Printer Sharing far Microsaft Metworks

& |nternet Pratacal Version & [TCP/IPwE]
addresses. B¥ et Protocol Version 4 (TCP/IPv4)
& Link-Layer Topalogy Discovery Mapper [/0 Diiver
i Link-Layer Tapology Discavery Responder

Install...

Drezcription

Uninstal

Transmigzion Control Protocol/Intemet Protocal. The defaul
wide area netwark, pratocol that provides communication
acrose diverse interconnected networks.
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5.4. Setting IP address information for BTRM default

Using a direct connection to the device with a
cross connected cable or using a network switch
(hub), use the manual IP settings shown on the
right. This property dialog can be found in the
TCP/IP properties, which is a sub dialog of the
Network Connections Properties, both found in
Control Panel Network Connections.

(Typically the default gateway and DNS server
need not be entered.)

If using a router, check your local area connection settings to see if the router gateway

address is the same as the default device gateway
of 192.168.1.1. Ifit’s not, you will need to use a
direct connection as described above to change
the device gateway address to match the router’s
gateway address.

5.5. Verify IP address information

Internet Protocol (TCP/IP) Properties

General

You can get |P settings assigned automatically f your network supports
this capability. Otherwise, you need to ask your network administrator for

the appropriate |F settings.

() Obtain an IP address automatically
() Use the following IP address:

IP address: 192 .168 . 1 . 100
Subnet mask: 255 .255 .255 . 0
Default gateway: 192 168 . 1 . 1

(%) Use the following DNS server addresses:

Prefered DMS server: 192 168, 1 . 1
Altemate DMNS server:
<% Local Area Connection Status
General | Support
Connection status
"q Address Type: Assigned by DHCP
>
< IP Address: 192.168.1.102
Subnet Mask: 255.255.255.0
Default Gateway: 152.168.1.1
Windows did not detect problems with this
connection. f you cannet connect, click
Repair.

For the initial configuration of the BTRM and to change Network IP settings for
placement in an IP based network you will need to connect the BTRM directly to your
PC. Once connected to your PC you will be able to configure the BTRM to match your

network settings.
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You will need the following information from your network administrator to add the

BTRM to your IP Network:
e |P Address —we recommend using a static IP address for the BTRM

e Gateway — what is the IP address of the Gateway of your network
e Subnet Mask — what is the mask of your network
e Primary DNS — IP address of the primary DNS server for your network

Once you have your connection made to you laptop or PC you will need to record your
IP address and verify connection to the BTRM.

NOTE: It may be necessary to give your PC or Laptop a static address to access the BTRM
default network.

Example: IP Address: 192.168.1.200
Subnet mask: 255.255.255.0

Use the following screen shots to guide you into finding your IP address and record your
address for use later.
1. Click Start and then Run.

Search 3

Help and Support

Log Off martind...

jo
v
-
a

Windows XP Professig

@ Shut Down...

2. Inthe window type cmd and click OK.

Run E| rz|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | cmd ~

OK I [ Cancel ] [ Browse...
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3. Type ipconfig then <Enter>.

e CAWINDOWS\system3 2\cmd. exe

Microsoft Windows XP [Version 5.1.26881]1
Gy Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings>MartinD~Desktop>ipconfig_

4. Record your IP Address

e CAWINDOWS\system32\cmd.exe

Microsoft Windows EP [Version 5.1.26061
CCY» Copyright 1985-2801 Microsoft Corp.

C:“Documents and Settings“MartinDwDesktopXipconfig

Windows IFP Configuration

Ethernet adapter Wirelessz Metwork Connection:

Media State . . . . . . . =« . - . = Media disconnected

: ESR9855G
: 192.168.1.199 -
- 255.255.255.0

: 1

22.168.1.1

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . . . . . . . . .
Subnet Mask . . . . . . . . . . .
Default Gateway . . . . . . . - .

C:“Documentsz and SettingssHartinDsDesktop>_

10
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5. Verify connectivity to the BTRM by sending a Ping command to the BTRM’s
default IP address: PING 192.168.1.214 <Enter> you should receive four REPLY
messages from the BTRM.

C:AWINDOWShsystem3 2cmd.exe

Media State . . . . . . . . . . Media disconnected
Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix ESR?855G

IP fAddress. - . . - . . . . . 192 _168.1.199
Subnet Mask . . . . . . . 2506 255 _255.8
Default Gateway . . . . . . . . 122 _168.1.1

C:~Documents and Settings“MartinD~Dezktoprping 192.168.1.214
Pinging 192 _168_.1.214 with 32 hytes of data:

Reply from 122.168.1.214: bytes=32 time=1ms TTL=188
Reply from 172.168.1_.214: bytes=32 time<imns TTL=188
Reply from 172.168.1_.214: bytez=32 time<{imsz TTL=188A
Reply from 1722.168.1.214: hytes=32 time<ims TTL=188

Ping statistics for 192_168.1_214:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 1mz,. HAverage = Bms

C:sDocuments and Settings“MartinD“Desktopl

6. Open a New Web Browser Session (Internet Explorer, Firefox or Google Chrome)
and type in the address of the BTRM (default is 192.168.1.214) and click go or
<enter>. If everything is set up correctly you should see the System Status of the
BTRM. Note: The Status light blinks when the BTRM is active.

{= BTRM Status and Configuration - Windows Internet Explorer

Q | v @] http:/f192. 168, 1. 214/index. him

File Edit WView Favorites Tools Help
! Links £ | Customize Links = FootPrints Login & | Cradle EF‘ipeIinE £ PK Salesforce.com ETESSCO.com

. Google v | *§ search ~ | More »

Ul dAf | (& ETRM Status and Configuration

ventevr

11
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(= BTRM Status and Configuration - Windows Internet Explorer

o v | s, 188 1. 214mden i | 4] %] | |-

: Fle Edt Vew Favorites Tools Hep
Uris @] Customize Unks 2> FootPrints Logn B8 Orace [ Ppeine 8| P | Salesforce.com [ TESS20.com

¢ Google v 2 sexch -+ More

W :ﬂmmshumdwmn

venktev

BTRM200
Syste
PR
Battery Test
BatteryTeat svatus
Manual Test Battery Voltage 13.60
Port Dptions Battery Current 0.8
s Volta 14.11
e upply ge
Configuration System Temp 28 °C
[cmaittest | o B
10 Channel 1
Netwaork
Canfiguration Analog Vv 13.9
Drigital In TRUE
SNHP
o2
Analog Vv 13.9
N . s
Factory | AP e
System Up Time: 0 Days 00:20
Test Status: OFF

hitp: 192, 168, 1. 2 14 findex. him &P Internet % -

12
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6. Unit Deployment
6.1. Mounting
The BTRM needs to be mounted in a water-proof location. Typically in a cabinet with
access to DC power. Use the DIN rail clip on the BTRM to secure to the DIN rail on the
enclosure back plate wall.

6.2. Wiring Battery Connection
Connect the battery connectors from the BTRM to the battery bank per system
configuration diagram **,

6.3. Wiring Power Supply Connections
Connect the BTRM power supply connections to the load power supply per system
configuration diagram **.

6.4. Wiring battery Charger Connections
Connect the BTRM battery charger connections to the battery charger per system
configuration diagram **,

** see section 4.0 for system connection diagram

6.5. Alarm Connections
Alarm connections are sets of normally open / closed contacts. These contacts are
isolated from the BTRM power source, and do not provide power. They can be used to
alert the Network Operations Center by connecting the alarms to your systems existing
alarm signaling pairs. Alternatively, the alarm contacts can be used to operate external
DC relays that then can be used to control alarm lights or audible alerts. Provided that
the contact ratings (60V, 80 ma) are not exceeded.

6.6. Clearing Battery Test Data
To clear test data from the BTRM memory, press and hold button PB2 for 15 seconds
until the LEDs flash.

7. Web Interface Menus
The BTRM will need to be configured to match your network settings as well as your
email and SNMP notification if those features are to be used. See section 5 for IP

addressing setup. The default Web page address of the BTRM is 192.168.1.214.
Once the BTRM is connected, enter this number into your web browser.

13
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The Screenshots included with each sub heading will explain the different menus of the
BTRM user interface. This interface allows you to remotely configure and change

settings across the network.

7.1. System Status Page

This screen displays an overview of the status on the BTRM. You can quickly see any
alarms occur by watching this screen.

ventev

BTRM200

System Status
Battery Status
Battery Test
Manual Test

Port Options

E-Mail
Configuration

E-mail Test

Network
Configuration

DNP3 Modbus
Configuration

SNMP
Configuration

SNMP MIB File

7.1.1. System Status Indicator

System

Status

Battery Voltage 13.71
Battery Current 0.0
Supply Voltage 13.62
System Temp 27 °C
Capacity NA
10 Channel 1

Analog V 0.0
Digital In OFF
Digital Out OFF
10 Channel 2

Analog Vv 0.0
Digital In OFF

System Up Time: 2 Days 09:04
Test Status: OFF
Low Voltage Shutdown: Disabled

If the web browser has a connection to the unit, the system indicator will toggle
between grey and green once a second.

7.1.2. Battery Voltage

This is the measurement of the battery voltage.

14
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7.1.3. Battery Current
This is the measurement of the battery current.

Negative battery current Battery is powering the load.
Positive battery current Battery is being charger by battery charger.

7.1.4. Supply Voltage
This is the measurement of power supply voltage.

7.1.5. System Temperature
This is the measurement of the enclosure temperature.

7.1.6. Capacity
This is the measurement of the battery’s capacity level. This reading is present
after the first test is completed.

7.1.7. 10 Channel 1 - AnalogV
This is the measurement of the voltage present across contact number 1.

7.1.8. 10 Channel 1 — Digital In
This is the logic setting for |0 Channel 1 (see port options menu).

TRUE The logic level voltage for the port has been met. An alarm
message has been sent.

FALSE The logic level voltage for the port has not been met. No alarm
message has been sent.

7.1.9. 10 Channel 1 — Digital Out
This indicates that the 10 Channel 1 relay has been set to indicate a battery
relate fault (see port options menu).

OFF The relay is set for normal operation.
ON The relay is set to indicate a battery fault as diagnosed by the
BTRM.

15



VENTEV INNOVATIONS BTRMZ200 Battery Test Remote Monitoring System — User Guide V1.0

7.1.10. 10 Channel 2 — Analog V
This is the measurement of the voltage present across contact number 2.

7.1.11. 10 Channel 2 — Digital In
This is the logic setting for 10 Channel 2 (see port options menu).

TRUE The logic level voltage for the port has been met. An alarm
message has been sent.

FALSE The logic level voltage for the port has not been met. No alarm
message has been sent.

7.1.12. System Voltage Type
Record of the voltage the system is operating at.

7.1.13. System Up Time
Record of the time the system has been operational.

7.1.14. Test Status
This indicates if the battery capacity test has been enabled.

16
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7.2. Battery Status Page

ventev

BETRM200

System Status Capacity Test Settings Results

Battery Status Tested at System Time (DDDD HH:MM):
| 0000 0557 |

Battery Test

At Average load in milliamps:
| 7000 |

Manual Test

Port Options
At Temperature:

E-Mail 28 ec
Configuration

Current Status

E-mail Test

e Est Runtime HHHH:MM to 11.00 V or 22.00 V
Configuration
| 0020:31
DNP3 Modbus
Configuration Minumum Runtime HHHH: MM
SNMP |2{]I| | Hours |3v[} | Min
Configuration
|G00d

SNMP MIB File

7.2.1. Capacity Test Settings Results.
This field displays the time stamp for the last battery capacity test was
performed, the average load current, and the average enclosure temperature
the test was performed at.

7.2.2. Current Status.
This field displays the estimated time to perform the battery capacity test. The
test is terminated when the battery voltage goes below 11 Vdc for a 12 Vdc
system or 22 Vdc for a 24 Vdc system. This is based on the battery capacity
curves for lead acid batteries and the average load current of the system. The
field also displays the minimum run time for the battery capacity test and the
status of the last test performed.

17
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7.3. Battery Test Page
This page is used to enable the battery capacity test and customize the test. The user
can set the time between the tests and the length of the capacity test is performed.

ventev

BTRM200
Capacity Test Settings
E—
Test Schedule
24 [l
E-Mail Time to Next

Configuration

Hours

Minumum Runtime (HH:MM):

E-mail Test

Network

Configuration @ .
Hours 30 | Min
DNP3 Modbus

Configuration

SNMP
Configuration

SNMP MIB File

18
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Manual Test Page

7.3.1. Manual Test
This allows the user to manually start the battery capacity test at their
discretion.

ventev

BTRM200

System Status Manual Test

Battery Status
Battery Voltage must be greater than:
Battery Test 12.40 V for 12V systems

24.80 V for 24V systems
Manual Test

Port Options El Manual Start Hours Delay

E-Mail
Configuration

 Stat || Stop |

E-mail Test

Network Capacity 10 Check
Configuration

DNP3 Modbus ; .
Configuration | Set Capacity to Nominal |

SNMP
Configuration

| Set Capacity below Nominal |

SNMP MIB File
Reset Battery Data and Settings to Defaults

Reset Battery Data

7.3.2. Capacity 10 Check

This allows the user to set the battery capacity level at which the test terminates.
7.3.3. Reset Battery Data and Setting to Defaults

This allows the user to reset the BTRM test parameters.

7.4. Port Options Page
This allows the user to enable the 10 channels and the system operation voltage.
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ventev

BTRM200

System Status BTRM IO Options

10 Channel 1

® Analog Input 0 - 32V
Battery Test O Digital Input Alarm if < 1V
) Digital Input Alarm if = 2V

Battery Status

Manual Test
Low Capacity Alarm

Port Options () Digital Out Normaly Open
() Digital Out Normaly Low

E-Mail
Configuration

I0 Channel 2

E-mail Test ® Analog Input 0 - 32V
) Digital Input Alarm if < 1V
Network ) Digital Input Alarm if = 2V

Configuration

stem Voltage
DNP3 Modbus Sy 9

Configuration

® 12V System
SNMP ) 24V system
Configuration

Low Voltage Load Disconnect

SNMP MIB File
] Enable
Shutdown 10.5V/21.0V
Recover 12.5V/24.5V

Save

7.4.1. 10 Channel 1

7.4.1.1.  Analog Input 0-32V
This allows the user to enable an analog input level for triggering alarms
from external sources (door switches, solid state relays, etc.).

7.4.1.2. Digital Input Alarm if < 1V
This allows the user to enable a digital input logic levels that is less than 1
volt to trigger an alarm from external sources (door switches, solid state
relays, etc.).

7.4.1.3. Digital Input Alarm if > 2V
This allows the user to enable a digital input logic levels that is greater
than 2 volt to trigger an alarm from external sources (door switches, solid
state relays, etc.).
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7.4.1.4.

Low Capacity Alarm
This allows the user to enable the channel relay to indicate a battery
relate fault

Digital Out Normally Open  The relay closes when a fault is indicated.

Digital Out Normally Low The relay opens when a fault is indicated.

7.4.2. 10 Channel 2

7.4.2.1.

7.4.2.2.

7.4.2.3.

Analog Input 0-32V

This allows the user to enable an analog input level for triggering alarms
from external sources (door switches, solid state relays, etc.).

Digital Input Alarm if < 1V

This allows the user to enable a digital input logic levels that is less than 1
volt to trigger an alarm from external sources (door switches, solid state
relays, etc.).

Digital Input Alarm if > 2V

This allows the user to enable a digital input logic levels that is greater
than 2 volt to trigger an alarm from external sources (door switches, solid
state relays, etc.).

7.4.3. System Voltage
Allows the user to select whether the system operates at 12 V or 24 V.
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7.5. Email Configuration Page
This page allows the user to configure information needed for the BTRM to access an
email server and deliver messages to the destination email address along with two
customizable text strings to provide additional situation detail in the email alert.

ventev

BETRM200

System Status Email Configuration
Battery Status This page allows the configuration of the UPS Email settings.

Battery Test MNote: Fields are currently limited to 22 characters with 32 for Email Addr

« Contact: "Who to Contact in an Alarm Condition”

Manual Test # Location: "The Location of the UPS"

SRS B * SMTP Server: Typically in the form "xoocc.com”

E-Mail # To: Typically in the form “oou@xooc.com”

Configuration Enter the settings below:

E-mail Test

Contact: | BTRM contact |
Network Location: | BTRM location |

Configuration bort:

DNP3 Modbus

. User name: |
Configuration

|

Password: | |

Lol . Server Addr: |smtp.mc0m |
Configuration

Email Addr: |emai|@mcom |

SNMP MIB File

Save

7.5.1. Contact and Location
While these text strings that are included with outgoing email and SNMP
notifications to aid in identifying the site location and manager, they can be used
for any purpose.

Contact: Enter the name of the contact person responsible for the site.
Location: Enter a short description of the site location the BTRM is monitoring
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7.5.2.

7.5.3.

7.5.4.

7.5.5.

The following information should be obtained from your Network Administrator to
setup the SMTP server.

Port

Enter the Port number the SMTP server uses, select SSL if it uses Secure Socket
Layer. Normally this port is 25. For secure servers other port numbers are
typically used such as Secure SMTP (SSMTP) - port 465 and Secure IMAP (IMAP4-
SSL) - port 585.

User name and Password

If you are using your dedicated IP provider’s internet service and its email server
you will likely leave these two items blank. If you are on a public network, most
likely you will need to access a secure server using SSL. In this case the user
name and password will likely be required.

Server Address

This is the IP address or IP name of your outgoing email server. For example
Gmail’s server is smtp.gmail.com

Destination Email Address

The BTRM will send the email notifications to this email address.
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7.6. Email Test Page
Use this page to send a test email using the setting from the previous page.

If successful after several seconds, the web page will update to indicate that the
message has been successfully sent. If the page does not refresh after a minute, then
likely the message was not sent. Check you setting, and or try these setting using a
laptop and its email client to verify the connection and settings.

ventev

BTRM200

System Status Send E-Mail Test

SMTP Server: Typically in the form "xxx.xoc.com”
To: Typically in the form "coxc@xoot.com”

User: Your Email Account

Message: Your Email Password

Battery Status

Battery Test

Manual Test

S DTS (Note ¥our SMTP server may not require a server name or password.)

E-Mail {Mote SLL currently not implemented.}
Configuration

E-mail Test

SMTP Server:
Network

Configuration
User Name:

DNP2 Modbus

Configuration Password:
SNMP To:
Configuration )
Subject:
SNMP MIB File
Message:

:
&

| Send TestMessage |

7.7. Network Configuration Page
This screen allows you to configure the Network settings on the BTRM. DO NOT change
any of the settings here unless you know what you are doing. These settings should be
configured under the direction of your network administrator.
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Multiple BTRM’s could be active in the network at the same time. Each will have its own
IP address to allow for remote access and monitoring.

To access any BTRM in the network, open a web browser and type the IP address of the
BTRM into the address bar. Each BTRM should have their own unique address when
they are part of the same network.

ventevr

BTRM200
System Status Board Configuration
Battery Status This page allows the configuration of the board's network settings.
Battery Test CAUTION: Incorrect settings may cause the board to lose network

connectivity. Recovery options will be provided on the next page.
Manual Test

Enter the new settings for the board below:

Port Options
E-Mail MAC Address: 00:04:A3:B5:5A:25
Configuration

Host Name: 'BTRM215 |
E-mail Test

IP Address: 1192168.1.215 |
Network
Configuration Gateway: | 192.168.1.1 |
e Subnet Mask: 255255 255.0 |
Configuration Primary DNS: | 192.168.1.1 |

SHMP Secondary DNS: |{}.{]'.D.{]'

Configuration Save Config

SNMP MIB File

7.7.1. Host Name

This name can be used in place of the IP address to get access to the BTRM.
7.7.2. IP address, Gateway, Subnet Mask

Enter the settings to match your network system.
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7.8. DNP3 and Modbus
Selection and setup of DNP3 and Modbus Master and BTRM Device addresses and
communications protocol selection.

ventev

BETRM200

System Status BTRM Protocol Options

Battery Status - None
® pnp3
Battery Test " Modbus
Manual Test )
Addressing
Port Options Device Address: |4 |

E-Mail

. Master Address: |3 |
Configuration

E-mail Test

DNP3 Retry Sec: 10 |

Network (l} to 255}
Configuration

DNP3 Retries: 5 |
DNP3 Modbus {0 to 254, 255 continuous)
Configuration
SNMP 10 Configuration
Configuration ') RS232 Serial  Baud
® TCP/IP
SNMP MIB File Master IP
o T

Save

7.8.1. Addressing
Master and Device addressing supports values between 0 and 65535.
Confirm with your selected protocol what address values are allowable.
7.8.2. DNP Retry Settings
Retry settings for unsolicited messages range between 0 (no retries) and 254
with setting of 255 causing continuous retries.
Elapsed time between retries 0 to 255 seconds (settings below 5 seconds not
recommended).
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7.8.3. Communications Interface
7.8.3.1. TCP/IP
Configurable :TCP/IP Port (Default 20000)
Configurable: TCP/IP Unsolicited message destination IP address
7.8.3.2. RS232
BTRM supports a 3 wire R$232 using standard connections on DB9
connector.
Baud Rates: Selectable 9600, 19200
Format: Data 8 bits, No Parity, Stop Bits 1

7.9. SNMP Configuration Page
Setting the community strings provides SNMP with basic password protection. User has
a choice of 3 read only and 3 write only strings. Most SNMP browsers are configured to
use the typical default strings, public, read, or write. When a string is changed read or
write, the software used to connect to the BTRM must also use the same strings for
read write access. If you wish to use SNMP alerts the Read and Write strings will need
to be configured to match your network. These settings should only be changed by a
Network Administrator or by someone who understands the proper settings for your
network.

Leaving a field blank will disable it.
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%

BTRM200

System Status BTRM SNMP Community Configuration
Battery Status Read/Write Community String configuration for SNMPv2c Agent.

Configure multiple community names if you want the SNMP agent to respond
to the NMS/SNMP manager with different read and write community names. If
less than three communities are needed, leave extra fields blank to disable
them.

Battery Test
Manual Test

gl s Note: Community String are limited to 15 characters

E-Mail
Configuration Read Comm1 : |pub|ic

|
Read Comm2 : |read |
Read Comm3 : | |
|
|
|

E-mail Test

MNetwork

Configuration Write Comm1: | private

Write Comm2: |write
Write Comm3:  public

DNP3 Modbus
Configuration

SNMP
i i __S Confi
Configuration ave L.onng

SNMP MIB File

NOTE: SNMP configurations may be confusing. Please consult your Network
Administrator to assist you in the SNMP configuration and setup.
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7.10. SNMP MIB File Page
The BTRM is provided with a Management Information Base File (a text file
ending in “.mib”). This file allows a MIB browser to translate the numeric OID
numbers into text descriptions. This can be down loaded in the MIB browser
from the BTRM firmware using this webpage.

ventev

System Status
Battery Status
Battery Test
Manual Test

Port Options

E-Mail
Configuration

E-mail Test

MNetwork

]
=]
=
=
=]
=

=
=]
=

DNP3 Modbus
Configuration

SNMP
Configuration

SNMP MIB File

BTRM200

BTRM SNMP Community Configuration
Read/Write Community String configuration for SNMPv2c Agent.

Configure multiple community names if you want the SNMP agent to respond
to the NMS/SMNMP manager with different read and write community names. If
less than three communities are needed, leave extra fields blank to disable

them.
= Opening btrm2_mib_2012-07-17.zip Bl
MNote: Comm

You have chosen to open:

Re: @ btrm2_mib_2012-07-17.zip

Re;: which is a: WinRAR ZIP archive
from: http://24.85.247.184:2800
Re:
What should Firefox do with this file?
Wr
Wr () Openwith | WinRAR archiver (default) W
Wr (@) Save File

[] Do this autornatically for files like this from now on.

| oK H Cancel|
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7.11. Help Page
This page

TRM200 Battery Test Remote Monitoring System — User Guide V1.0

provides the user default IP and SNMP notification setup information.

|§

System Status
Battery Status
Battery Test
Manual Test
Port Options

E-Mail
Configuration

E-mail Test

Network
Configuration

DNP3 Modbus
Configuration

SNMP
Configuration

SNMP MIB File

BETRM200

Help

Default UPS IP Addressing
To reset to Default IP:
Hold Button PB1 15 to 20 seconds - LEDs will flash when reset complete

* UnitIP: 192.168.1.214

* Gateway: 192.168.1.1

# Subnet: 255.255.255.0

* Primary DNS: 192.168.1.1

Battery Test

To reset Default Battery settings:

Hold Button PB2 15 to 20 seconds - LEDs will flash when reset complete
I0 channels The two 101 and 102 channels are multipurpose.

They can be set as ananlog voltage monitors, alarm on digital input detection,
or alarm out based on battery status.

- Analog Voltage Range 0 to 32 volts

This feature remains active in both digital modes

- digital input

- digital output

Mote: SNMP and Email mesages are not sent if digital alarm state changes are
detected in the first 10 seconds. This prevents unwanted alarm notifications
(from a channel is in alarm state) every time the power is cycled.

SNMP Notification Setup To setup SNMP Notification destination IP
addresses: use an SNMP Browser like the one from
http://www.ireasoning.com/

- then enable trapEnable.0 or trapEnable.1 by setting them to "1"

- then set the corresponding trapReceiverIP Address 1 or 2 in standard dotted
notation eg: "192.168.1.100"
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7.12. About
This page provides the user with web page and firmware revision information.

venkev

BETRM200

System Status About
Battery Status BTRM Web Version: April 25 2013
BTRM Frimware Version: v1.30D
e Build Date: May 10 2013 10:22:53

Manual Test
Port Options

E-Mail
Configuration

E-mail Test

Network
Configuration

DNP3 Modbus
Configuration

SNMP
Configuration

SNMP MIB File

8. SNMP Functionality
8.1. Network SNMP Monitoring

Simple Network Management Protocol (SNMP), used by most Network Operations
Centers (NOC), is a protocol that allows the NOC to retrieve parameters, set
parameters, and receive Alert Notifications from Ethernet connected appliances though
a common interface and language. Each network appliance feature, that can be read or
written to, will have a numeric string assigned to it. For example system description
(sysDesc) is .1.3.6.1.2.1.1.1.0.
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8.2.

For Network SNMP functionality, consult your network administrator for SNMP setup
and configuration parameters and how the BTRM should be configured for your specific
SNMP requirements and trap receivers.

SNMP Monitoring through a MIB Browser

In order to accept SNMP messages being sent from the BTRM you will need to have an
SNMP monitoring system in your network or a MIB browser loaded onto your laptop.

A MIB browser can be used to capture SNMP traps in place of a network SNMP trap
receiver. The MIB Browser can be loaded onto a PC or Laptop for monitoring of BTRM
SNMP Traps. The MIB browser will need to be on the same network as the BTRM in
order to receive the messages.

SNMP network access can be had from interfaces as simple as a command line
interface available in Windows, Linux, and other operating systems, or using a
dedicated software browser like the one shown below from iReasoning, available at
www.iReasoning.com, to larger packages such as HP Openview designed to support
and manage larger networks.

IMPORTANT: Once the MIB Browser is loaded you will need to load the BTRM MIB file.
You can down load the BTRM MIB file from the BTRM via the SNMP MIB file page on
you web browser.

8.2.1. Install MIB Browser
Download MIB Browser from http://www.ireasoning.com.

Open MIB Browser Folder.

Click on the Setup.exe file.

Click Run and Follow the installation instructions.
Click Close when the installation has completed.

o vk wNRE

Launch the MIB Browser.

8.2.2. Install SNMP MIB File
1. Inthe MIB Browser — Click on the File Tab.

2. Select Load MiBs.
3. In the Open Window, locate the file called btrm2_mib_yyyy-mm-dd.mib (This
traps file should be located in the software files included with your BTRM).
. Click on the btrm2_mib_yyyy-mm-dd.mib.
5. Click Open.
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8.2.3. View BTRM via MIB Browser
1. Once the MIB browser is loaded, click on the desktop icon to launch it. You

will see the main screen that should look similar to the one below. In the
Address field type in the IP address of the BTRM, 192.168.1.214. Expand the
folders on the left menu and highlight private.

4> iReasoning MIB Browser |Z||E| E‘

File Edit Operations Tools Bookmarks Help

Address: |192,168.1.214 w 7 . B | 1.3.6.1.4 v| Operations: |GetNext v| , Go
I SHIMP MIBs . mesult Table
[ MIB Tree Name,/0ID value | Tve | mPePort

=3 iso.org.dod.internet
% @ mont

=Y o

R NO®O

MName private -~
oD .1.3.6.1.4
MIB Twinfalls

Syntax
Access .
Status
JDefval
I .iso.org.dod.internet.private

2. If you have changed the community strings from the default values, use the
advanced menu item to update the browsers read write community strings
to match the BTRM.
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3. From the operations pull down menu, select “Walk” and click Go.

4> iReasoning MIB Browser

Fle Edit Operations Tools Bookmarks Help
Address: 192, 168.1.214 w | Advanced... OID:|.1.3‘6.1.4 v| Operations: | Get Next
Result Table | Get Next
et
MIB Tree MName fOID Value -
Get Bulk
=L is0.0org. dod.internet
T Get Subtree
([ mgmt
O EEE
Mame private -
CID .1.3.6.1.4
MIE Twinfalls =
Syntax
Arcess |
Status
-

I .igo.org.dod.internet. private
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4. You should see data results begin to fill up in the main window Results Tab.

i iReasoning MIB Browser ;Iﬂlil
Fle Edit Operatons Took Bookmarks Help
[Address: [ 192.168.1.214 =] Advanced... |om:|.1.3.6.1.4.1.34506.2.20.0 =] operations: [walk -] @
MBTree Name/0ID | Value Type | IP:Port | Q
B ). is0.org.dod intemnet BTRM OctetStri... 192.168.1.... |
& mgmt btrm oD 192.168.1.... E
= private 3 minutes 51 seconds (23100) .
= enterprises BTRM contact D
B4 brm me
& | product BTRM location }3
H- | setup
Bl control ‘
W lowBatiCapacityalarm
lowBatteryVoltageatarm [
- [0Chan1alarm
W [0Chan2alarm Yes (1)
B Jbattenyvoltage [Yes (1)
@ batteryCurrentFositive 192.168.1.199
) batteryCurrentiegative 192.168.1.2
-y poweerSupply
W expectedRunTime
- LastRunTime OFF (0)
@ [0Chan1analog OFF (0)
) I0Chan2analog OFF (0)
- ) systemtemperature OFF (0)
B L snmpUsm 12658
- snmpTrap 3391
B snmpvaPvtobject 0
13121
16200
26004
0
0
12¢

oD 11.3.6.1.4.1.34506.3.20
btrm

Syntax INTEGER
Access read-onl

mandator
Defval
Indexss
Descr Battery Voltage in millvolts
150,0rg.dod. Internet. private. btrm. conral, yWVoltage.0

8.2.4. Configure Trap Receiver
In order to receive SNMP Traps (alert messages) you will need to setup your MIB
browser to receive them. This means you need to setup your TrapReceiver so that the
BTRM knows where to send the traps. So in the next you will setup the TrapReceiver IP
address. (You will set this to the IP address of your laptop that you recorded earlier).
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1. Inthe Results Table locate the line that says trapReceiverAddress.0 , right
click on the line and select “set”.

i IReasoning MIB Browser

Fle Edit Operations Toos Bookmarks Help

Address: | 192.168.1.214 =] Advanced... | OID:|.1.3.6.1.4.1.34506.3.20.0 =] operations: |waik | oo
MIB Tree Name/OID | mlmlnmlg
E-J is0.ong.dod.internet sysDescr.0 BTRM [DctetStri... 192.168.1..... |
&k mgmt sysObjectiD.0 Ibtrm |om l192.168.1.... |
S private SysUpT ime.0 3 minutes 51 seconds (23109) [TimeTicks [192.168.1....
= enterprises sysContact.0 BTRM contact _ocnetsm.._uz.lu.z....l
E-ds btrm syshame.D BTRM name |OctetStri... 192.168.1.... |
@) product sysLocation.0 |BTRM location [OctetStri...[192.168.1....
9k setup name.0 o [integer  1192.168.1....
=1 J control ]D | .192 168.1..
W lowBattCapacityalarm 168.1....
& loviBane ntegar

W 10Chantals (et Coi+6 hreger _12.168.1,... ,
W 10Chan2alarm N Gethext Cui+t fteger  |192.168.1....
=w lmpEnabled 1 ; i [— cwieg [REger ::: ;:; :
= hwmpr;;m-:auve trapReceiverPAddress.1 Set - 145 baddress 192.168.1.... |
povversu trapCommunity.0 Wak Ciri+W petetStri... 192.168.1....
W expectedhunTime mlpfommuml i pctetSiri... 192.168.1.... |
) LastRunTime JowBattCapacityalarm.0 Find i Tree {double o9 fteger  1192.168.1....
& 10Chan1analog lowBatteryVoltagealarm.0 i Coov hteger  192.168.1....
& 10Chan2analog 10Chan1alarm. 0 J( W pelere fteger  [102.168.1....
W systemtemperature I0Chan2alarm.0 |GrrTo7 teger  192.168.1....
- snmpUsm batteryvoltage.0 12658 [Integer  [192.168.1.... |
#- & snmpTrap batteryCurrentPositive.0 3391 Integer  192.168.1....
# L snmpv3PvObject batteryCurrenthiegative.0 0 [Integer  192.168.1.... |
erSupply.0 13121 Integer  192.168.1....
expectedRunTime.0 16200 |integer  [192.168.1.... |
LastRunTime.0 129004 [Integer  1192.168.1....
10Chan1analog.0 0 [integer  [192.168.1....
10Chan2analog.0 o |integer  192.168.1.... |
systemtemperature.0 [1z¢ [OctetStri... 192.168.1....

Mame | battervVoliage
om .1.3.6.1.4.1,34506.3.20
btrm

|
|
Symtax INTEGER

Status rmandatory |

|ne1w |
Descr ]mm Voltage in millvolts

.ks0.0rg.dod. internet. private.enterprises. brm. control.batteryVoltage.0
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2. Enter the IP Address of your PC or Laptop in the Value field and click OK.
Note: In order to receive SNMP messages the BTRM and the associated PC
or Laptop must be on the same network or be able to communicate across
networks. Verify connectivity by pinging the BTRM with your PC or laptop. If
you receive a reply you should be able to receive SNMP messages.

OID |.1.3.6.1,4.1,34506.2.1.1.3.0 |

Data Type |Ip.ﬁ.ddress w |

Value |132.168.1.138] |

3. If your entry was successful you will see a SET succeeded window.

SET succeeded

- | ) SET succeeded

8.2.5. Cannot Bind to Port 162 Error Message

Depending on your computer configuration you may get an error message pop up that
says that you cannot bind to port 162. SNMP uses port 162 and sometimes Windows
has an active SNMP server running that is using port 162. If you get this message you
will need to follow the steps below to kill the process using the port.

Error gl

@ Cannot bind to port 162,

It may be caused by:

Address or port already in use, Please dose the application that has taken the port or
open options page to set another port number.
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Steps to shut down Application binding to Port 162
1. Load CurrPorts software — Download CurrPorts software from

http://download.cnet.com/CurrPorts.
2. Click on the cports.exe icon to launch the software

googleupda... DS40-DC.pdf  Full Fiber
Solution 060.

ol L]

old Desktop  LINKFlanner cporis.exe| Google Chron]

" 8 L

v Feel

va start AFEBE 7 |/ crMioosstsa

3. When the software opens click Run.

Open File - Security Warning

The publisher could not be verified. Are you sure you want to
run this scftware?

Mame: cports.exe
Publisher: Unknown Publisher

Type: Application
From: C:\Documents and Settings\MartinD \Desktop

[ Bun ]| Cancel |

Always ask before opening this file

This file does not have a valid digital signature that verffies its
publisher. You should only nun software from publishers you trust.
How can | decide what software to un?

4. Locate the application that is using port 162 by finding it under the Local Port
column. Click on the line to highlight it.
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Ele Edit View Options Help

G@veaEéiEa

Process Name Proces...  Protocol Local Port Local Por...  Local Address Remote... Remote.. Remote Address Remote Host Name State Process Path
Flalg.exe 32% Tcp 1033 127.0.0.1 0.0.0.0 Listening C:WWINDOWS\Sys —
evpnd.exe 728 TCP 62514 127.0.0.1 0.0.0.0 Listening C:\Program Files\C
Flovend.exe 728 upp 62514 127.0.0.1 Ci\Program Files\C
Banwrcs.exe 820 Tce 6129 127.0.0.1 1038 127.0.0.1 localhost Established  C:\WINDOWS\sysi
hDWRCS.E‘AE 820 TCP 6129 0.0.0.0 0.0.0.0 Listening C:\WINDOWS\syst
BiowrcsT.ene 2912 TCP 1038 127.0.0.1 6129 127.0.0.1 lacalhost Estsbished  C:\WINDOWS\sys!
Srendpontexe 1176 Tce 10115 0.0.0.0 0.0.0.0 Listening CHPROGRA~1\I:
Brendpoint.exe 1% uDP 10115 0.0.0.0 C:\PROGRA ~1\Ixi¢
E'Grsv\thErw(a.. 1682 TCP 1031 127.0.0.1 1068 127.0.0.1 localhost Established C:\Program Files'\P
Heravitiservice... 1652 TP 4000 0.0.0.0 0.0.0.0 Listening Ci\Program FilesP
Fcravitixservice... 1632 TCP 1031 0.0.0.0 0.0.0.0 Listening C:\Program Files\P
Biexplore.exe 4168 TCP 1948 127.0.0.1 6999 127.0.0.1 localhost Established  C:\Program Files\li
Biexplore.exe 4163 upp 1070 127.0.0.1 Ci\Program Files\li
Fics.exe 1232 TcP 5152 127.0.0.1 3862 127.0.0.1 localhost Close Wait C:\Program Files\J:

1232 TCP 5152 127.0.0.1 0.0.0.0 Listening C:\Program Files\)
52 TCr 3710 127.0.0.1 6999 127.0.0.1 lacalhost Estsbished  Ci\Program Files\,
127.0.0.1 6999 127.0.0.1 localhost Close Wait Ct\Program Files\:
0.0.0.0 0.0.0.0 Listening C:\Program Files\I
0.0.0.0 0.0.0.0 Listening Ci\Program Files\lt
isakmp 0.0.0.0 CHWINDOWS sys!
0.0.0.0 C:\WINDOWS\sys!
0.0.0.0 Listening Ciloracielorag2ibi
127, localhost Established i
[Tsvchost.exe 392 TCP =omap 0.0.0.0 0.0.0.0 Listening CHWINDOWS sys!
[Hlsvchost.exe 772 TP 0.0.0.0 0.0.0.0 Listening CHWWINDOWS sys!
Fsvehost.exe 292 TCP 0.0.0.0 0.0.0.0 Listening C:\WINDOWS\sys!
[Msuchost.exe 452 UDP ntp 192.168.1.199 C:\WINDOWS \sysi
[Hlsvchost.exe 452 upp ntp 127.0.0.1 CHWINDOWS sys!
Fsvehost.exe 72 uDP 192.168.1.199 C:\WINDOWS\sys!
[Msuchost.exe 452 uDP 127.0.0.1 C:\WINDOWS\sys!
[Fsvchost.exe 772 uor 127.0.0.1 CHWINDOWS sys!
@ system 4 TcP micosoft...  0.0.0.0 0.0.0.0 Listening
@ System 4 TCP netbios-ssn 192.168.1.199 0.0.0.0 Listening
@ System 4 uor nethios-d... 152,158,119 v
< | >
1753 Total Parts, 2 Remote Connections, 1 Selected NirSoft Freeware. hitp:/wwnw.nirsoft.net

5. Right click on the highlighted line (ensure you are on the line of the process using
port 162) select “Kill Processes Of Selected Ports”

File Edt View Options Help

X & v ¥ Ea g @b [ A

Process Name Proces... | Protocol | LocalPort | LocalPor...| Local Address | Remote... | Remole... Remote Address | RemoteHostMame | State ProcessPath 4
Talg.exe 36 TP 033 127.0.0.1 0.0.0.0 Listening CWINDOWS \Sys'—

Flevpnd.exe 728 TCP 62514 127.0.0.1 0.0.0.0 Listening C:'Program Files\C

Flevpnd.exe 728 uoe 62514 127.0.0.1 Ci'program Fies\C

BovmesBE 82 Tcp 5120 127.0.0.1 1038 127.0.0.1 localhost Estsblished  C:\WINDOWS\syst

BovRcsBE 82 Tcp 5120 0.0.0.0 Listening CHWINDOWS syt

BovRcsTee 212 TP 1038 jose Selected TCP Connections Ctri+T 127.0.0.1 localhost Esteblished  C/WINDOWS\syst

Bendpontexe 1176 TCP 10115 0.0.0.0 Listening C:PROGRAN 11Dz

Bendpontexe 1176 uoe 10115 C:PROGRAN 11z

[Fleravitixservice... 1692 Tcp 1031 Include In Fiter e 127.0.0.1 localhost Estsblished  C:\Program Fles\P

[Fleravitxservice... 1692 Tcp 4000 Exclude In Fiter e 0.0.0.0 Listening C:Program Files\p

[Faravitixservice... 1692 TP 13y | Clear Al Fiters s 0.0.0.0 Listening €:Program Files\P

Eoporeexe 4188 Tep 1848 | Save Selected Ttems ctrl+s 127.0.0.1 locakhost Esteblisied  Ci'Program Fies\lr

Bioporeexe 4168 upp 1070 | Copy Selected tems cirl+c CiProgram Files\lr

Copy Remote IP Address 2 127.0.0.1 localhost CoseWat  C:'Program Files\k

0.0.0.0 Listening C:\Program Files\:

HTML Report - Al Ttems 127.0.0.1 Iocalhost Established  C:\Program Flles\:

HTML Report - Selected Items 127.0.0.1 Iocalhost Close wait  C:\Program Flles\:

Chease Columns 0.0.0.0 Listening Ci'Program Fies\

Auto Size Columns Cirl+Plus 0.0.0.0 Listening C:'Program Files\Ir

CWINDOWS syst

Process Properties cri+p b ———

Broperties Alt4Enter 0.0.0.0 Listening Ciloradeloraaz\p

Refresh rs 127.0.0.1 localhost Established _ C:'Program Files\p

— \WINDO 5

[Fsvehost.exe epmap 0.0.0.0 0.0.0.0 Listering WINDOWS \syst
[Psvehost.exe 0.0.0.0 0.0.0.0 Listering C:\WINDOWS syst
[Msvchost.exe 0.0.0.0 0.0.0.0 Listening C:\WINDOWS syst
[Msvchost.exe ntp 192.168,1,199 C:\WINDOWS syst
[Fsuchost.exe ntp 127.0.0.1 C:\WINDOWS\syst
[Fsuchost.exe 192.168.1.199 C:\WINDOWS\syst
[Fsvehost.exe 127.0.0.1 C:\WINDOWS syst
[Fsvehost.exe 127. C:\WINDOWS syst
@ System micosoft...  0.0.0.0 0.0.0.0 Listening

@ System netbios-ssn  192,168,1,199 0.0.0.0 Listening

© System netbios-d... 192.168.1.198 v
< | >
1753 Total Ports, 2 Remote Connections, 1 Selected HirSoft Freeware. http:/iwww.nirsoftnet
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6. Select Yes on the window that asks if you want to kill the process.

\?) Do you want to kill the processes that created the selected parts ?

I Yes | [ Mo ]

7. You should now be able to return to the MIB browser and continue to open the
Trap Receiver.

8.2.6. Open Trap Receiver

1. Inorder to see the SNMP alert messages coming in you will need to open the trap
receiver Tab. To do this, in the MIB Browser, go to Tools and select Trap Receiver.

4> jReasoning MIB Browser

Fle FEdt Operations [Tools | Bockmarks e

address: [192.168.1.214 || fTrap Receiver Ctr+1 |34506,2,1,1,3.0 v|0perahor|s:|Walk v‘ & co

Trap Sender kap Receiver x |

I MIEB Tree

-3 iso.org.dod.interng
[E-(Z5) mgmt 0 &
0

Source Time

Log Windaw

48| Options

Name private
o 13614
MIB Twinfalls
Syntax
Access =
Status
efyal el

1>
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2. You should now see a Trap Receiver Tab in the main window of the MIB Browser.

4> iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

\Address: |192.168.1.214 w | Advanced... OID: ‘ 1.3.6.1.4.1.34506.2.1.1.3.0 v| Operations: |Wa|k ~ ‘ ” Go

:‘-NMF‘ MIBs /el Table” Trap Receiver
l;_ MIS Tree Operations  Tools
[=-{C3 iso.org.dod.internet
E{3 mgnt ©C ® M\

B0

Description Source Time

Y

MName private o
oI 136,14
MIB Twinfalls

Syntax
Access 3

3. Now, in order to see the SNMP traps coming in you need to throw the BTRM into an
alarm by removing one contact loop circuit at a time. There are various ways to

break the contact loop circuit depending on the BTRM configuration.
a. Door Switch

i. Push the door switch in and hold for approximately 10 seconds. This
simulates the enclosure door beeing closure.
ii. Release the door switch.
iii. Inafew seconds you should see an SNMP message alert come into
the trap receiver in the MIB Browser.
b. AC/DC OK Indication

i. When you remove the AC power from the enclosure, you should see
an alarm on the BTRM.
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laix]
File Edit Operations Tools Bookmarks Help
Address: [192.168.1.214 ¥ | Advanced... |OID:[.1.3.6.1.4.1.34506.2.1.1.3.0 | operations: [wak | e
“Resul Table Trap Receiver x |
MIB Tree Operations  Tools
() iso.org.dod.internet, mgmt.mib-2 —
OCQ® a4
Source Time
192.168.1.214 2012-07-16 20:27:44
192.168.1.214 2012:07-16 20:27:39
192.168.1.214 2012-07-16 20:27:34
-
Source: 192.168.1.214 Timestamp: 20 seconds SNMP Version: 1 =
Enterprise: .1.3.6.1.4.1.34506
Specific: 3
Generic: enterpriseSpecific
z;)"e 2| | Variable Bindings:
I';:‘;t Name: 1.3.6.1.4.1.34506.2.1.1.4.0
ax P
= ] | Value: [OctetString] BTRM location, BTRM contact IO Channel 2 Alarm 53
Status =] =

ALSO NOTE: The software alarms in the BTRM user interface and the SNMP alert messages, the
BTRM is also sending out email message alerts to the email address that you configured in the

email setup section.
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Sreenshot of the System Status Screen showing alarm on |0 Channel 1. The Digial In “TRUE”
logic level indicates that the voltage thrush hold for the port has been met. An alarm message

has been sent.

ventev-

System Voltage Type: 12V

BTRM200
System
Battery Status
Battery Test
ateryTest | _
Hanual Test Battery Voltage 13.60
Port Options Battery Current 0.8
Supply Voltage 14.11
E-Mail
Configuration System Temp 28 *C
Capacity MA
E-mail Test
10 Channel 1
Hetwork
Configuration Analog V 13.9
Digital In TRUE
SNMP
Cunﬁg uration Dinltll Dut OFF
SNMP MIB File i e
——— Analog Vv 13.9
Help
Digital In FALSE

System Up Time: 0 Days 00:20
Test Status: OFF
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Screenshot of SNMP Messages showing alarm on IO Channel 1. If you click on the SNMP
messages you can read the detailed description including timesstamp and location the message
was sent from.

28 BTRM2C SNMP Notifications 2012-07-16.pdf - Adobe Reader [MEES]
Fie Edt Vien Windon telp ]
REBZESE® w20 ® wl HBE 2|« Toos | sian | comment
y ~
B 4
@ iReasoning MIB Browser =10] x|
Fie Edt Operations Tools Bookmarks Help
Address: | 192.168.1.214 LI Advanced... }0}0‘[.1.3.5 1.4,1.34506.2.1.1,3.0 L, Operations: |Walk LI & o
/" Resul Table - Trap Receiver %
MIB Tree Operations  Tools
| iso.org.dod. internet mgmt.mib-2 ~
CQ®a=x
Description | Source | Time
Specific: 3; ,1.3.6.1.4.1 39506 192,168.1,214 [2012-07-16 20:27:49
Specific: 1; ,1.3.6.1.4.1,39506 192,166.1,214 [2012-07-16 20:27:39
Specific: 1; ,1.3.6.1.4.1,39506 |192.168.1.214 [2012-07-16 20:27:34
C3
Source: 102.168.1.214 Timestamp: 15 seconds SNMP Version: 1 -
Enterprise: 1.3.6.1.4.1.34506
Specific: 2
Generic: enterpriseSpecific F
Hame | {211 | Variable Bindings:
oD
e ! Name: .1.3.6.1.4.1.34506.2.1.1.3.0
ynkax I
ccass Value: [OctetString] BTRM location, BTRM contact 10 Channel 1 Alarm
status | 1=l (=
ol
File Edit Operations Tools Bookmarks Help v

8.3. Further Reading
Douglas Mauro, Kevin Schmidt. Essential SNMP, Second Edition. O'Reilly Media, Inc.

9. Additional Protocols
9.1. DNP3
9.1.1. Overview

9.1.2. Data Link Layer
BTRM2 DNPV2.0 Currently no support for data link layer commands

9.1.3. Application Layer
9.1.3.1.  Function Support

Dec Hex Function
0 Confirm
1 1 Read
2 Write
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5 5 Direct Operate

13 D Cold Restart

15 F Initialize Data

20 14 Enable Unsolicited
21 15 Disable Unsolicited
129 81 Response
130 82 Unsolicited Response

9.1.3.1.1. Enable Disable Unsolicited Event Status
BTRM allows enable and disable of unsolicited events. Status can be
read from Binary Point 3

9.1.3.2.  Groups and Variations

Object /Group Object /Group Type Variation Description
01 Binary Input Status Static 02 1 byte input status with flag
30 Analog Input Status Static 04 16 bits without flag
10 Binary Output Status Static 02 1 byte output status with flag
10 Binary Output Write Static 01 Write using q00 start = stop
40 Analog Output Status Static 02 16 bits with flag
41 Analog Output Static 02 16 bits with flag 0x01
60 Class 1 Static Data Static 01 Class 1 Data
60 Class 2 Event Data Static 02 Class 2 Data

9.1.3.3. Qualifiers

Qualifiers (Hex) Used In a request Range Index
00 a range of points or single point 8 bits 8 bits
06 all points range and index 8 bits 8 bits 8 bits
17 list of unrelated points 8 bits 8 bits

9.1.3.4. Binary Input Status Points

Point Description State Value
0 Low Battery Capacity Low 0x81
1 Low Battery Voltage Low 0x81
2 DNP3 Unsolicited Enabled Enabled 0x81
3  Aux |0 Channel 1 Digital In Tripped 0x81
4 Aux |0 Channel 2 Digital In Tripped 0x81
5 Any Fault Flag Tripped 0x81
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9.1.3.5.  Analog Input Status Points

Point Description Units
0 Battery Voltage millivolts 0t03200 mv
1 Charger Voltage millivolts 0 t03200 mv
2 Battery Current tmilliamps + 32000 ma
3 Temperature +°C
4 Battery Minimum Runtime Minutes 0 to 3200 minutes
5 Battery Runtime Estimate Hours
6 Battery Test Temperature +°C
7 Battery Test Schedule Time Hours 0 to 500 Hrs
8 Battery Test Next Time Hours 0 to 500Hrs
9 Aux 0 Channel 1 Voltage millivolts 0 t03200 mv
10 Aux 10 Channel 2 Voltage millivolts 0 t03200 mv
11 Firmware Version format xx.xx ->130=v1.30

9.1.3.6.  Analog Output Status Points

Point Description State
0 Battery Minimum Runtime Minutes 0 to 3200 minutes
1 Battery Test Schedule Time Hours 0 to 500Hrs
2 Battery Test Next Test Time Hours 0 to 500HTrs
3 Aux 10 Channel 1 Config 1,2,3 (see below)
4 Aux 10 Channel 2 Config 1,2,3,4,5 (see below)
5 System Selection 12V /24V 1,2 1=12v, 2 =24v
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101 Function Control Values 0,1,2,3,4
16bit Analog with
Read Group 40 Variation 2 flag
16bit Analog with
Direct Operate Group 41 Variation 2 flag
Direct Op Value
Analog
Digital Input Alarm if < 1v
Digital Input Alarm if > 2v
Low Capacity Alarm
3 Digital Out NC
4 Digital Out NO
102 Function Control Values 0,1,2
16bit Analog with
Read Group 40 Variation 2 flag
16bit Analog with
Direct Operate Group 41 Variation 2 flag
Direct Op Value
Analog
Digital Input Alarm if < 1v
Digital Input Alarm if > 2v
9.1.3.7. Binary Output Status Point
0 Battery Data Reset Session has Data 0x81 Data Empty 0x01
1 Battery LVD Status LVD is enabled 0x81 LVD disabled 0x01
2 Battery Test Enable Test is enabled 0x81 Test is disabled 0x01
3 Battery Start Test Test running 0x81 Test not running  0x01
9.1.3.8.  Binary Output Write to Points

Binary output points can be written to directly using Group 10 variation 01, using
Qualifier 0x00 (8 bit index and range).

Points must be written to individually, using matching start and stop values,
followed by the binary value "1" or "0" (See DNP_IEE-1815-2023 11.9.4.6)
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To clear or enable write a "1", or to disable write a "0".
An xample to reset battery data, g10v01 q00 start 0 stop O value 1, would be to issue
an application layer write command of the form:

¢5020a0100000001
0 Battery Data Reset Write to Enable 0x81 Write to Disabled 0x01
1 Battery LV Disconnect Enable ~ Write to Clear 0x81 Cleared 0x01
2 Battery Test Enable Write to Start 0x81 Write to Stop 0x01
3 Battery Start / Stop Test Write to Start 0x81 Write to Stop 0x01
9.1.3.9. Events
When Events are generated, they are reported via unsolicited messaging (if
enabled), or queue to the event list for reading when polling for Class 2 data, or
reading Binary events. Event points correspond to Binary Input Points.
Point Description State Value
1 Low Battery Capacity Event Tripped Event 0x81
2 Low Battery Voltage Event Tripped Event 0x81
4 Aux 10 Channel 1 Event Tripped Event 0x81
5 Aux |0 Channel 2 Digital In Tripped Event 0x82
9.1.3.10.
9.2. Mod Bus

- expected Q3/2013
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10. Additional Network Setup

10.1.

10.2.

IP Reset

To reset the device to its default IP address settings, hold Button PB1 for 20
seconds. All the LEDs will flash and the unit will restart with the default IP
settings listed on the device label.

Typically these settings are:

Unit IP 192.168.1.214
Subnet Mask 255.255.255.0
Gateway 192.168.1.1

Router Ports

If you need to access the device from outside of a local intranet (hosts computer
is on the WAN side of the device router), the appropriate ports will need to be
set on the router to which the host computer is attached and also the router to
which the device is attached.

One solution

Routers allow a single device to be set so that it can be reached by using the
router’s IP address. The same can be done for the host computer, sometimes
called —“placing the device in the demilitarized zone” (DMZ). Not as secure, but
much simpler as ports do not need to be forwarded. In this case the device IP &
the Router WAN IP.

Opening Ports Method

When accessing the device from behind a router the device LAN IP address is
effectively hidden. In this case the port number is used to determine the final
destination.. Only the WAN IP address of the router is reachable. The host
computer then uses the router WAN IP as the destination IP address.

The Router then uses the messages destination port, and the routers port
forwarding table to direct to the appropriate device on the internal intranet.

For example:
Host Computer has internal LAN IP of 192.168.1.214
Its Router has WAN IP of 100.78.60.21

Device issues a SNMP notification to 100.78.60.21:162 (where 162 is the port
number)
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The Router is the message destination. The Router looks at the message’s port,
checks its port forwarding table to see if the UDP port 162 is forwarded to a local
LAN IP address. If so, delivers it to that IP address (in this case the Host
Computer), otherwise the message is discarded.

10.3. Port Table

Function Default Port Values
TCP/IP uDP
Web Page Access (http) 80
SNMP Management Access 161
SNMP Notifications 162
Email 21
DNP3 20000
Firmware Update 16384
11. Specifications and Warranty
Electrical Specifications
Operating Voltage 9to32VDC

Battery Max Current
Charger Max Current
Load 1 & 2 Combined Max Current

Battery and Charger
Voltage Measurement
Current Measurement

Environmental
Temperature
Humidity

Mechanical
Size
Weight
Mounting

Warranty One Year

10 A Continuous
10 A Continuous
10 A Continuous

0to32V+1%
0to 10 Amps £ 1%

-20° Cto +60° C
5 % to 95% Non Condensing

6.25" HX2.8” DX 1.2" W
5.0 0z (142 g)
Din rail mounting
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Note: Specifications subject to change without notice.
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